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Attack #1 Change the IP
We can ‘extend” the capabilities of this software. The attribute 0x5 (Interface Configuration) of
the TCP/IP CIP object allows us to set the following fields

Attack #2 Forcing a CPU Stop
Impact: Stops the CPU, leaving it in a "Major recoverable fault” state. In order to clear the fault
the key needs to be turned manually from RUN to PROG twice.

Attack #3 Crash CPU
¥ Impact: Crashes the CPU due to a malformed request, leaving it in a ‘Major recoverable fault’
L state. In order to clear the fault the key needs to be turned manually from RUN to PROG twice.

Attack #6 Crash 1756-ENBT module
Impact: Crashes the module due to a vulnerability in the CIP stack (ci_ParseSegment function)
s0 other packets can also trigger this flaw.
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MA International GmbH
AFC
MA-KS MA-KSW MA-FH
MA

We DRIVES Your Business To New Heights

EXIFHERE

www.ma-drives.de

HiE . 021-54252538 f£HE : 021-54252238 HB4E : info@ma-—drives.com
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Rl . 0755-27331166 {£E : 0755-27330851
EEH : 0755-27330910
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PULOON Technology Inc.

PULOON( ) 1997 2007 KOSDAQ

20 PULOON

PULOON PULOON

1 SO 9001
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ESRE (KRN
RYTERREZRERAR

otk . RYINHRAXFLERETKE 8 # 8B1-1

BXZ A : BFFE Mobile : 13600177099 | Tel : 0755-83662930 | Fax : 0755-83662926

B A Mt . www.szhaitun.com.cn www.puloon.co.kr
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JINGYIDIANQI
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HEiE : 0513-85664399 13338823555 {£H : 0513-85668818
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E-mail:jingyidqg@163.com
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Elo Touch Solutions

Elo Touch Solutions - 1971 FFGIZ I KA H AR IAE, Elo RAMSHIMHERIA. 7
ATV AR T BRI . Elo (7= M4 & BIFHARTT 4210 OEM il 5r 41, fuds o s, H3)
ABCFARRE iz — LRI POS ML, FIE & KT EFERAL. W5 RS, T Esi. B
AWML BT, IPARE. ALl T B RBERIAS @ IS S TR ks ER
P 7 R e e AR ARSI TR RE, [, Elo P2 Sl iia S BRLMAILE,
{5 8135 R K UL PGIES WK CE DGIERTF AR COC AIESS . %05 2 SR 7 7 TR M1,
Wk, IR RS, RZHA Elo PARIINT. 423k 80 ZAEZRCA#E 2,000 /i
FFEE Elo 7=, Elo MOS8 wWdE THRAFEAL S —D).

We invented the touchscreen more than 40 years ago and we have been a
pioneer of touch technology ever since. The Elo portfolio encompasses the
broadest selection of OEM touchscreen components as well as complete touch
monitors, interactive digital signage, all-in—one touch computers and point
of sale. They are designed for the demanding requirements of diverse markets
and applications across the globe in gaming machines, hotel system, industrial
automation, interactive kiosks, healthcare, office equipment, point of sale
terminals, retail displays and transportation applications. All our products
go through rigorous reliability testing (over 20 tests) to deliver 50,000 MTBF.
Elo products also have global certification, such as UL,CE,CCC etc. They are
state—of-the—art, with high—quality displays, stable, drift-free operation,
consistent reliability and durability. With 20+ million installations in 80+

countries, we deliver professional touch, build to last.
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SBS

THE INNOVATORS

CCF

SBS 1992

PC/104  PICMG 1SO9001

“ 2009

20 ) 8
SBS
10T
SBS

SBS “ "
“ 2008 ” EDN China
” SBS 2009-2012

EAERRA -

Mk
R
AIE -
£H :
W3k -
ERFE :

112

IHEERYTELURSHEARSLEX W2-B5
518057

+86-755-2654 4000

+86-755-2673 3886

http://www.sbs.com.cn

info@sbs.com.cn
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500 FAST
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FiE : 021-67756421/2/3/4/5/6
f£H : 021-67756427

Eﬂﬁ : mexontec@mexontec.com
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3onedata

Lb og 25 38 {5 & ] 52

( 3onedata) 2001
IEC61850 IEC61158 IEEE1613
RoHS FCC CE

87 2015 2016
50

YT =R ERARFRAF

3onedata Co., Ltd.

il RIFTELURAWERREESRHETVE—RX 3 #

3/B, Zone 1, Baiwangxin High Technology Industrial park, Song Bai Road, Nanshan District,
Shenzhen, 518108,China

FEiE : 0755-26702688 26700713 26628087

f£H : 0755-26703485 431 : 885

E-mail : sale@3onedata.com

Mk : www.3onedata.com.cn
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FF4ERR SR IE « 800-810-0345
www. advantech.com.cn
MIE AT : HFEEREHTK (yvhzndadts)

HLRHIE : http://e.weibo.com/advantechchina (@ Aff4ER} 4 )
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Jrmart connected barcodes

“ FalconPro” 2016 3 500

20
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“ falconpro”
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PDA
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ForTech Systems Access ks

2000 4
2002 Access-1S
70%
Access-I1S 34 RFID / NFC
Access-1S 72 / /
/
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2D NFC /
/
2016 TVM
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BAO219 omoox o—
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13 Decemb

NFC
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Ligm AREE 885 SiEighiEXE 716 =

&S BEMEERERAR

BB RRDIET FRIE 17 SEHINK SR A /ORI E 13A # 05-15 =
TEL:021-63263506 FAX:021-63263509 Mobile:13701711080
Email: david.x.jin@fortechsystems.cn  www.fortechsystems.cn
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Honeywell

RFID

OEM
OEM

OEM

OEM

FtREBRRBRAT ( Honeywell £A3iR 558 =R KE )
FiE : 010-62669315/62669531
HR#E : 13911002531@139.com

Rk : www.honeywellaidc.com.cn
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ORIng

Founded in 2005, ORing specializes in developing innovative own-branded products for industrial settings.
As the adoption of network technology in industrial environments increases, ORing has accumulated abundant
experience in switch and wireless product design. With high product quality and best customer services in
mind, ORing has continued to launch cutting-edge products based on its solid experience in the development of
industrial switches, wireless devices, serial equipment and 10T solutions.

To achieve high product reliability, ORing has integrated failover and redundancy in products certificated
for various industrial applications to ensure uninterrupted operation. Highly recognized and widely adopted by
many international customers, ORing s products have been applied in surveillance, rail transport, industrial
automation, power substations, renewable energy, and marine applications. ORing has set up many offices
worldwide to provide real-time services and address customer needs. The high quality and stability of our products
have great reputation from our customers in different industries.

X7F ORing :
ORing
ORing

AP loT www.oringnet.com.cn

2018.09 & AE 135



G 55 1 1SR BB 630 1) 21 Ko AR C) B B A 5 R 2

A BT

136

20

Al Lab Al

2018.09 & BE

Al



AAFCon 551 1 Rl HUAE 263 11 3005 2 AFC) 7 b A BN i 2

SuperLead

10
SuperLead

SuperLead
2M/S
2000
wow  /

2018.09 & AE 137



LAFCa 55 1- WML 200 1 200540 AR C) B A 2

WTrSsSD

2007 4 20
11
2014 “ " 2015
Card Self-service System
19
[ B RHRZTER]
19 2100
[ E&HIEERS KR ]
19 100
[ & IP RIS BRI SEITE ]
Hello Kitty A

B.Duck

AR RYIHREEXEKEE 5001 SR _E3 T2 5F4#% 22 #%

BREA : XE4E BFRRBIE : 15917399491
BR#E : liuzhenjian@wtsd.cn 3L : http://www.wtsd.cn/

138 2018.09 & fE

40

SCSS  Smart



AFGes 551 1M Wi BT 550 1 30 15 46 55 (AFC) F G B R BT 25

8.

G

2000 8 4 ( 1385)
ETC 40%
20
=i A
1
2 CPU 20
3
4 ETC ETC
5 NFCOS /

88 BB FERRNBERAT
Motk . FiETHEZREK 127 5 4 S8 #i4% : 200433
HiE : (86-21) 65655050 1&5E :(86-21) 65659115 Pt : www.fmsh.com

ItRE BRBFRAFRARE

Motk AR HRWEFRE A/ MEE AR 1 SHEKRE B E 423 =

Fi& : (86-10) 84186608 f£H : (86-10) 8418 6211

RYTHE BRBTFERAT

ik - RYITHEIEILBE ZESEEEH4EE 1301 =

BEiE : (86-755) —-8335 1011 83352011 {£E : (86-755) —-8335 9011

2018.09 & fE 139



AAFCos 351 1V W LA 230 11 2010 B 5 (AR C) 2 5 B AR F i 2

HUAYUN IE

IDC ) i 2010
200
2016
30

VMware Citrix Veeam SevOne Xsky

ERFEERARB AT O -
tWRHERTEE IT
CloudUltra® VMUItra ™ OpsUltra®

ServiceUltra™ IT

A KB R AT IT

Purley
VCF VvSAN ReadyNodes IT
Al KRR S

PaaS

Intel
H2CI ™

InsightUltra®

DataUltra™
Al
VR EERTER VCPP
MixUltra® VCPP VMware
CloudUltra® vSphere
MixUltra®

SmRANEERE “ N ”

VPC SDN CLB 10PS

COS RDS DDoS SSL Web

HER LWL R CloudIDC ™ IDC
IDC
IDC
15
7*24+360°

MTRELENE, BSE%LZERN : www.huayun.com, 24 /B 6258 IE : 400-808-4000,

140 2018.09 & fE



AAFCon 551 1R UL A3 F1 305K 2 AF ) B b A B 2

2017 3

APP
APP

APP

APP

2018.09 & fE 141



G 55 1 1SR BB 630 1) 21 Ko AR C) B B A 5 R 2

142

A
@
4

FONDCARD
2001 3 2016
2001
IC
IC
AFC

2016

15

14

2018.09 & BE

AFC



AAFCes 55 1 WSR3 11 315K S AFC) 2 e B A LI 22

KTHEERFUIHSENRBEREELERS

“ AFC
2017 6 30
2018 8 95 56
AFC
XFAE
AFC AFC
1 ( )
2.
AREF
AFC
KREFHINF SRBITHINS :
AFC
AFC AFC
AFC
AFC AFC
AFC
AFC
AFC EE TP

FE1E : 010-82755851 BB : AFC2017@qq.com  fHIEAARS : AFC-CIITA  BXHRA : #BE

2018.09 & fE 143



FCesn 551 1o Wity B 56 11 20 15 K M (AR C) A S B AN Fif 2

FEGFEEFIHSBIWNRREELERS
25 b R

500

2000 7/

26 308 010-82755851

MERFIREIERIEREMEE AFC2017@qq.com ZE

144 2018.09 & FE 144



	2018AFC 会刊电子版.pdf
	2018AFC会刊PPT 49-77
	2018AFC 3会刊简介78-144

